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Background - The Problem
Conducting cybersecurity assessments takes time
• Assessments include hundreds of requirements (from NIST 800-53 controls)
• Assessments vary in requirements to be evaluated
• Assessments require working with systems, stakeholders, and documents
• Current tools are outdated and not user-friendly
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CyberCAT – The Solution
Cyber Control Assessment Tool

• Proof-of-concept 
completed prior to my 
arrival

• Brings together all the 
steps of conducting 
assessments into a 
single interface

• Produce first production 
version by the end of my 
internship

CyberCAT helps 
assessors conduct 
assessments
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CyberCAT – Project, Team, and Goals
What do we need before assessors can start using it?

• Team
• James - Developer
• Cristopher H – Mentor, Lead Developer
• Steven G – User Experience Designer
• James M – Co-Mentor, Stakeholder

• Implementation Goals:
• Login with JPL credentials
• Create Assessments 
• Track Progress 
• Record Findings
• Review reference material
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Completed Milestones

• CyberCAT tested with working assessors
• Automated Testing with Django Rest Framework
• Designed and Implemented User Experience in collaboration 

with Steve (UX Designer) and stakeholders
• Developmental Features

• Login with JPL Account
• Create Customized Assessments
• View controls associated with assessments
• Bulk modify assessments
• Record findings and assessor notes
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Lessons Learned

• Working with UX designer is new for me!
• When external parties are a part of a project (Cloud Services), 

it can slow down a project’s deployment
• CyberCAT’s deployment was not seamless due to changes in 

how the frontend connects to the backend
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Software

• Frontend: Vue.js and 
Vuetify

• JavaScript-based visual 
frameworks to build 
interactive user interfaces 
that are easy to use

• Backend: Django + Django 
Rest Framework

• Python-based frameworks 
which handles the 
processing and storage of 
all data which goes through 
CyberCAT

* Django logo used for software platform identification only, this project is not officially endorsed by the 
Django Project (https://www.djangoproject.com/).

(image source: https://www.djangoproject.com/community/logos/)

*



jpl.nasa.gov

CyberCAT - Assessments



jpl.nasa.gov

CyberCAT – Projects 
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Assessment Interface



jpl.nasa.gov

Control Interface - Details
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Control Interface – NIST 800-53 
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Side-by-Side Comparison
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Future Possibilities
How can further development benefit NASA?

• Help assessors conduct faster assessments
• Onboard new-assessors through a guided introduction on the 

website
• Improved assessor collaboration
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Application Architecture
Deployed in Kubernetes
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